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7V-n1J = Google Dorking + Al
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Al oy inTw / O"oN'7p Dorks >_
\
bash — google-dorks @ @ @
THE PROMPT
"Generate the best 20 Google Dorks for target.com tailored filetype:env DB_PASSWORD
for a penetration test — focus on exposed configs, login # MXpo’o DY 717’30 X3P

panels, and leaked credentials" . .
intitle:"index of" "backup"

# mown 212°1 0100

5250 Al RESPONSE filetype:sql "insert into"
site:target.com -ww o DUl EPIAE 2ReR A
ext:xml | ext:conf | ext:cnf inurl:admin site:target.com
# 2113 DIxD
inurl:admin | inurl:login
"ssn" filetype:xls
"pastebin.com "target.com # Sopx ¥aP1 w1 UTD
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Shodan + LLM

IoT / ICS / Servers m4s

Pipeline: Shodan + Al Agent §) n1"nnxi1yv Shodan nin7'xw
J0NIVIX 191X 073130 NNTA1 O"N7120 O'RXNNN NX DNIn Al-n .NPANIJWNTNINTXN,O0'NW XXN .O0NK X7,07WIN 0pTIXN Shodan
00 00
import shodan - ~ shodan search "hostname:target.com port:22"

api = shodan.Shodan("API_KEY")

results = api.search("hostname:target.com")

# send matches to LLM and alert on criticals

for host in results['matches']: analysis = query_llm(f"
{host['ip_str'1}:{host['port']} {host.get('product')}") if - ~ shodan search "product:\"Apache httpd\" country:IL"
"CRITICAL" in analysis: alert_team(host, analysis)

- ~ shodan search "vuln:CVE-2022-1388"
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Automated Recon Pipeline >__ 1NVNWNI NINIWN "110 Y

A / AAAA

rootakali:~$ subfinder -d target.com -o passive.txt
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rootakali:~$ amass enum -passive -d target.com

rootakali:~$ curl -s "https://crt.sh/?q=%.target.com" | jq

~ MX
rootgkali:~$ httpx -1 all_subs.txt -o live_subs.txt User Enum-1 11197 21071 — (Exchange, 0365) 710 NIAWA
... rootakali:~$ # Checking for Subdomain Takeover
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SMB, SMTP, SNMP

7VIn Enumeration-n 7w anth MWW

SNMP

UDP 161
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# Brute Force

onesixtyone -c communities.txt -i targets
# Walk

snmpwalk -c public -v2c IP 1.3.6.1.2.1
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Config Leak Topology Map

SMTP

TCP 25

1J117XN 07319700 190

# User Enum

smtp-user-enum -M VRFY -U users.txt -t IP
# Open Relay

nmap --script smtp-open-relay -p 25 IP
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Phishing Targets User Enum

SMB

TCP 445/139
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# Vuln Scan

nmap --script smb-vuln-ms17-010 TARGET
# Enum

enum4linux -a TARGET
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Null Sessions Lateral Movement

def analyze_service(nmap_output):

Al Agent Analysis Logic

NPT JWNN N171V3 7V Y'7NN1'M7130 0790 X DNIn LLM-n

if "445/tcp open" in nmap_output and "Windows Server 2008" in nmap_output:
return "CRITICAL: Legacy Windows detected. Execute 'smb-vuln-ms17-010' immediately."




11'07 Al Agent Nn11VPL*IX

Full Recon Report-7 TNX Input-n

<INPUT: target.com>

Pipeline-am7y =

Phase 1: Passive OSINT

LangChain / CrewAl Orchestration WHOIS - Netcraft - Shodan — crt.sh — GitHub

Shodan, Netcraft OSINT Tools

Phase 2: LLM Analysis

Nmap, Amass Active Tools
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Phase 3: Active Enumeration

DNS Brute-Force — Port Scan — Service Detection — Vuln Check
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Phase 4: Correlation & Reporting
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Active Defense: iptables
Automated Defensive Pipeline

000
000

iptables -A INPUT -p tcp --dport 1:1024 \  -m recent --update -
-seconds 60 --hitcount 10 \ -j LOG --log-prefix "Port scan defensive_recon.sh company.com | \  1lm_analyze "Find new/.

" :detected exposures" | \  send_alert_if_critical
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Tech: Generative Reporting
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Tech: Event-Driven Architecture
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Tech: Vector DBs, Live Search

Multi-Agent 202
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Tech: CrewAI, AutoGen,
LangGraph
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